JCBRN COE

<1
N

CONSEQUENCE MANAGEM
AFTER A CBRN INCIDI
COURS

£, ~Y

10-14 NOVEMBER 281

(A= =010iF = d

- COURSE BULLETIN

Joint Chemical, Biological, Radiological and Nuclear Defébemrtre of Excellence

CZECH REPUBI



Introduction

After successful pilot course of the Crisis Management after CBRN Incident Course in November 2014
the Joint CBRN Defence COE decided to conduct the course again inT204%ime it was run under
the Science for Pez and Security (SPRpgramme.

The aim of the courswasto introduce and describe Consequence Management after a CBRN Incident;
NATO and EU Crisis Management concept; organization, systems and procedures in connection to CBRN
Consequence Management to Partner Nation officers and their civilian equivalBr@sieason for

creating this coursevasin the importance of consequences of CBRN incideat lot of peopleare

affected and a lot of subjectere dealing with the recovery. This course provdd®portunities how and

where to find possible solutionseach RN incident is namely unique.

We have to keep in mind and the students learned this during the coursgthat consequence
management is a national responsibility and each nation is responsible for handling emergencies that
occur within its own territoy. But response to CBRN incident is unlikely to be conducted in isolation. No
single civil or military capability, agency or military unit possesses the capacity and expertise to act
unilaterally on many complex issues that may arise in response to CBR&his.

Very diversegroup of students ix of ranks, services, nationenjoyed the presentations, syndicate
works and demonstrations throughout the weeKle students sharedheir experiences, opinions,
views. hat wasone of the main advantages of caes like this one. Networking, sharing, learning. All
students valud these benefits.

The network established during the course could be ugedcontinue and expand the cooperation
between countries and organizationghe principles and ideas gathered ihgr the course could be
transformed into activities in all participating countries. A lot is offered by different organizations and
sometimes it is not clearly known where and how to find what we are lookingltfas. not about
competition, it is aboutcooperation.

CPT Gorazd STERGAR;SVN

Course Director

! The title of the course in 2015 was Consequence Management after a CBRN Incident Course. This change was
done in order to cleary express the focus on consequence management and not on crisis management.
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Mr. LUPULIJEWMD / CBRN Terrorism

The aim of this presentation was to explain wilak S (i S ¢apaBilNds Fpassildities) arevhattheir
challenges arand what we can expect in the future in the field of WMD/CBRN.

There is no doubt that the most dangerous combination of the current risks and challenges is the case of
terrorists/non-state actorsarmed with WMD or CBRN devices.

Despite the acquisition and technological difficulties, and lack of expertise, the likelihood that some
terrorist groups will succeed in their efforts to obtain WMD or CBRN materials suitable for an effective
attack, growth Release of CBRN materials by state actors as a result of their action against
industrial, research and other facilities or means of transportation can cause huge consequences, in
some cases similar to use of WMD weapons.

The first and foremost impoaint aim of all norstate actors might be to cause mass panic and extensive
social disruption end economic damage (the number of fatalities is not so important).

Is clear that most terrorist attacks will continue to employ primarily conventional weapaonsyd have
to still worry about the wider and more effective possible use of WMD/CBRN devices by terrorist.

Al Qaeda and other terrorist groups have repeatedly expressed interest in WMD. These groups have a
sustained and serious interest in CBRN and sestéffe interests as legitimate targets. Thesmain
keentomounthight YLIJ OG X & aLISOG OdzZ F NE GGl O1a Ay @oKAOK /.

On the other hand most neatate actors are not really interested in acquiring WMD or CBRN weapons
or devices B Ol dzaS GKS& O2yaARSNI 02y @SyidAz2ylt YSUK2RAaA Y;
STFSOUADSad ¢ KS& | NExposureeselforfamingtidh. 2 F LI2&aaAofS asStF

Despite the fact that on the internet and libraries around the world are many informati@iable on

toxic chemicals even chemical warfare agents, on basic biological agents and radiological agents as well,
the current information coming from terrorist websites and internet as well as from discovered primitive
laboratories show that terrorishave only very crude information on CBRN materials and even less
information on the proper delivery/disseminations methods.

Special occasion for the terrorist could be attack on the carrier of the CBRN material or Dangerous goods
during their transport © misuse of such carriers. Containers are assessed as the Trojan Horse f the 21
century. In connection with the world wide shipping system they are seen as the critical infrastructure
for world economy but also they can be used for transport or useB&RNXCmaterial or devices (especially

for RDD).

Despite the arms control, counter proliferation mechanism, technological difficulties and lack of
expertise the likelihood that some terrorist groups will succeed in their efforts to obtain WMD or CBRN
materiaBk. A dzZA GF 6f S F2NJ £ F NHASNJ a0FtS FadlO1Z ANRGUKSD ¢ K



Due to the lack of suitable materials, effective means of delivery and lack of tactical knowledge,
together with the possible aim to cause mass paaidensive soial disruption end economic damage
the main targetsmight be civilians and civil infrastructure rather than military forces.

A wider availability of CBRN materials used by industry, hospitals, university etc., new technologies and
higher education levelamong terrorists will increase the CBRN threat in the longer term. Special role

will play Internet.



Mr. LUPULJE\CIivitMilitary Cooperation in the field of CBRN Incident

The aim of this presentation was to describe the importance of-Military Cooperation after the
deliberate or unintentional CBRN incident/event within so called Comprehensive approach to the
Consequence Management.

With the clear vision to secure its populations, territory and forces, the NATO and most nations around
the world accept the strategy of the common response to the threat posed by WMD weapons, CBRN
devices and CBRN materials that stands on three-ietlated pillars, which are:

- what nation can do to prevent the WMD proliferation by State and-8taie actors,
- what nation can do to protect from WMD and CBRN threstsuld prevention fail;
- Andwhat nation has to do to respond and recover in case of a CBRN event.

When efforts to prevent CBRN event do not succeed, the nation must be fully prepared to recover from
related consequences. All recovery measures that have to be adopted following CBRN Event are
O2YLRYySyld 2F a2 OFfftSR al/ 2y aShsenteyce anagemehnt &y Sy i
CBRN Event includes measures taken to reduce the effects of such event (in some countries also effects
of highexplosions) to protect civilians, their safety, and critical infrastructure, to restore essential public
services, pruide necessary emergency relief, and to mitigate the related consequences.

National authorities of course have the primary sovereign responsibility to prepare for and mitigate
consequences of CBRN event. The first responders should have the full ramgtecfive, medical, and
remediation tools to identify, assess, and response rapidly to an event on home territory. They should
be also properly trained and exercised.

Because the consequence management after CBRN event is challenging and could beea costlyiv
and protracted effort the planning for such an operations is a nruliftiensional discipline, requiring
coordination within the government at all levels including close-piilitary cooperation. In many cases
efficient international cooperatioan be necessary too.

The military support to the national civilian authorities after major disasters including CBRN events can
be critical and in some cases might be inevitable. The military forces in these situations have to often
substitute not existingor insufficient civilian tools and assets. Such support and its effectiveness was
demonstrated in many different civil emergency situations all over the world such as Chernoby! disaster
in 1986, tsunami in Indonesia in 2004, earthquake in Pakistan in, 2808icane Katrina in 2005,
Fukushima nuclear power plant accident after tsunami in 2011 and many others.

In such situations civil authorities have to be prepared to utilise and operate own military capabilities
and in some exceptional situations theyosid be also prepared, of course upon their request, to
receive and lead use of niche or missing military capabilities of other nations or international
organizations.



Military support in such cases requires extensive coordination and cooperation with diiesent
bodies and agencies (Ministry of the Interior, Health, Emergencies, etc.).

Some of the critical military capabilities required by civilian authorities for consequence management
operations are transport, engineers, medical, organised manpowaicdpters and of course CBRN
capabilities.

The NATO has available relatively extensive capabilities to support national civilian authorities in case of
CBRN event. The NATO can support national civilian authorities in both, preparedness phase and also
execution phase of Consequence Management after CBRN event.

aNXp 5dz0ly [}t ! [ W9+
Brigade General (ret.Ministry of Defens@f the Czech Republic

Permanent Representation of the Czech Republic to the European Union

aNXP 5dz0Fy [ dzLJdzt 2 {id1957 kA i 6 @&2NMIS RJy'S w/ml SOK wSLldzot A O

' YyABSNBRAGE 2F (GKS DNRBdzyR C2NOSa Ay 20120z /1SO0OK
RSANBSE a9y3IAYSSNI 2F [/ KSYAO! f ¢ SOKy2f2383x {LISOA
completon of his studies he was assigned to the CBRN Monitoring Centre of the Czech Armed Forces
where he served until 2002. During that assignment he served as a platoon leader, the chief of the
intelligence group, the chief of the analytical group, and the fobieghe CBRN Monitoring System of the

Czech Republic. From 1997 to 2002 he served as the Director of the CBRN Monitoring Centre of the
Czech Armed Forces. In 2002, Mr Lupuljev was appointed as the Chief of the Chemical Corps of the
Armed Forces of the €zh Republic and in 2003 he was promoted to Brigadier General.

From 1990 to 2004 Mr. Lupuljev was the lead officer for development of the Czech CBRN Defence policy,
concepts and doctrine. In this area he served as a personal advisor to the Chief of Geakérahd
Minister of Defence. He significantly influenced research and development in the area of NBC Defence,
especially detection, identification and warning equipment and techniques. As a distinguished member
of the Czech and international CBRN Comityuhe lectures on CBRN Defence issues at numerous



conferences, schools and universities. In 2003 and 2004 he was on behalf of the Czech Republic in
charge of building the*imultinational NATO CBRN Def Task Force for NATO Response Force.

Mr. Lupuljev has extensive experience in foreign missions. In 132992 he served as

a military observer and as Chief of the European Community Monitoring Mission Humanitarian Cell in
the former Yugoslavia. In 199994 he returned to the former Yugoslavia to serve as
amilitary observer and team leader for the UN Mission. In 1997, he deployed to Bosnia and Herzegovina
as Chief of the Organization for Security and Cooperation in Europe (OSCE) Security Office. From
November 2001 to January 2002 he served as a liaisareotb the United States Central Command at
MacDill Air Force Base, Florida, USA. In the spring of 2002, he was assigned as deputy and later
commander of the Czech CBRN battalion in Kuwait and in the January 2003 has assumed command of
the 1 Czech andl8vak CBRN contingent in Kuwait and Iraq in support of Operation Enduring Freedom
and Operation Iragi Freedom. During his assignment in Kuwait and Irag in cooperation with US and
German experts, he developed the CBRN deployed forces concept for Consedlemagement in

support to the protection of the civilians and critical infrastructure. He was also responsible for
cooperation with Qatar, United Arab Emirates (UAE), Saudi Arabia and Kuwait in the field of CBRN
Defence.

Since 1998, Mr. Lupuljev has salvas the senior representative of the Czech Republic to numerous
NATO NBC standardization, development, scientific agencies and groups. These include the CBRN
Working Group of the NATO Standardization Agency, Land Group No. 7 of the NATO Conference of
National Armaments Directors, the CBRN Working Group of the NATO Training Group, 48 ATP
Custodian Panel, the CBRN Challenge Group, theTamng Scientific Study Group LI&24 and others.

Mr. Lupuljev retired from active military service in 2004 andafly worked as a civilian advisor to the

Minister of Defence in the area of CBRN Defence. In March 2004, he was appointed as Chief of the
aAyAaidNERQa 5STFSYyOS /FLIoAtAGASA {SOlA2y® LY HANj
a Ay A a GaeBiQRlann{ngi Ddpartment where he was responsible for the development of senior
defence policy guidance for the Ministry. His responsibilities included the preparation of the National
Defence Strategy, the annual Ministerial Planning Guidance, and tigeTleym Defence Vision.

From 2006 till 2010 he was assigned as the Czech CBRN expert to the NATO Weapons of Mass
Destruction Centre.

a N [ dzbdizin2av&@d3 anclude the Medal of the President of the Slovak Republic, The United
Nations Commendation Medal (awarded twice), the Czech Minister of Defence Cross of Merit, the Czech
Armed Forces Commendation Medal for Outstanding Cooperation with NATFH@ European
Community Medal for Courage, the Czech Civil Defence Commendation Medal, and the Czech Armed
Forces Commendation Medal (awarded twice) and many others.

Mr. Lupuljev is a graduate of the NATO Defence College in Rome and is fluent in thle, Rugisian,
Serbanand Croaanlanguages.He ismarriedand hasone daughter



Mr. ANGELY:: Contribution to a WMD and CBRN Strategy

The main purpose of the briefing was to increase the awareness of CBRN specialists on thenghort
and longterm trends related to their fields of expertise, including missile developments.

On the chemical side, the successful story of the Syrian chemical weapons destruction following a
U.S/Russian agreement reached in December 2013, supported by the United Natiothe ®®PCW, has

to be highlighted. However, the Chemical Weapons Convention is facing challenges coming from the fact

that AlQaida or ISIL have chemical specialists able to develop and/or use chemical compounds sized in

Iraq for example. In addition, thdz& S 2 F G { 1dzy1 I 3ISyGé¢ FdzZ teé& RSY2yal
improve their knowledge on how to deollute affected areas with this new kind of agents.
Improvement of technologies such as nmwgtirpose chemical plants, micreactors and synthetic

biology is a signal that we have left the traditional habit to address the chemical threat.

On the biological frontine, it is clear that the Ebola fever with its number of casualties must be consider
an alarm bell inviting military planners to have differepproach to the preparation of operations
abroad: a close coperation with the medical and logistic chain of support, the CBRN experts and the
Force Protection specialists should become a routine.

The radiological and nuclear fields are also evolvitigerafast. Due to the growth of their populations
needs, there are more and more countries expecting to develop nuclear power to produce energy. This
legitimate request will, however, put export controls and fissile materials accounting rules at staie sinc
the legal standards of these nucleamergy candidates will request time to reach the level of the
Western one.

In addition, recent crises have shown that some countries are leaving the traditional way of thinking of
nuclear deterrence. Here also, duket push of the innovation in the nuclear warheads technologies,
some are thinking how to use nuclear weapons.

Accordingly, the missile technology is far to stay behind. Today, industitesnly in the developed
countriesare ready to sell weapon systemdéth the following characteristics: faster to Mach 6 for some
cruise missile, discrete or stealth, longer range, able to carry various payloads and having deprived
trajectories amongst other technological abilities.

It should be recognized, in about fiyears, that the risks and threats of either preventive or-pre
emptive strikes will become ubiquitous and multifaceted not only on the battlefield but also on initial
and forward deployment areas.

As matter of careful conclusion, it is more than advised tGBRN experts be readg expect the
unexpected Some proposals could be put forward such as making the best use of their limited assets,
revising in a constructive way their protocols of intervention, training and exercising on the field,
exchanging lessslearned with neighboring countries and partner countries and attending the courses
proposed by the Joint CBRN Centre of Excellence in Vyskov.



Mr. Axel ANGELY

NATO HQ

Emerging Security Challenges Divisidgapons of Mass Destruction N@&molferation Centre
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Ms. Silvia MRETTLINE A RSR | LINBaSydlFridAz2y NBfFGSR (2 b! ¢hQa

The presentation was divided into two parts, the first, focused on the NATO Headquarters structure and
the second, related to the ovearching procedural architecture that is followed at NATO Headquarters
to manage crises.

The first part provided a specific focus on the NATO Headquarters structure, and on the division of
labour within this structure in tires of a crisis. The elements that were presented to the audience
included an outline of théunctioning andcomposition of the North Atlantic Council (NAC), the Military
Committee and of the most important subordinate committees to the Council playingnporiant role

in crisis management. The outlined included a description of the roles and responsibilities of such
bodies.

The presentation provided then information on the role and functions of NATO Situation Centre (NATO
{L¢/9b0 FyR 27F toralbwf(8) ahchimeinationaliMitaiy $taff (IMS), their roles and
responsibilities in times of crisis as well as their interaction.

NATO NATO Crisis Management
OTAN Process

2

Assessment

POLITICAL -MILITARY

Initial
ESTIMATE PROCESS

T NATO Intelligence & Warning System (NIWS) ........_ TIT]
L il
lilim ml

* NAC

Decision

NATO unclassified i Releasable to PfP/MD/ICI

Ly 2dzitAyS 2F b! ¢hQa AyidSNI OlA2yEARC BAR, MDK@E, NUC, NA 2 dz
bD/ 0 ¢l & Ffaz2 LINRPGARSR (2 (GKS | dzRASYOS Fft2y3 gAll
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relations with other International Organizations and NBovernmental Organizations (NGOs), in the
context of the Comprehensive pmach.

The second part of the briefing was focused on providing an outline to the audience on the NATO crisis
Management Process (NCMP), the-@iases process that NATO forms the eamthing procedural
architecture that NATO sets in place in times @fiais, and that guides the Alliance, from the moment
Indications and Warning alert NATO that a crisis situation may develop in an area subject to provide a
threat to the security of the Alliance to the time NATO decides to get engaged into an operation o
mission.

Ms. SilvisMARETTI

NATO HQ

Operations Division / Crisis Response Systems, Plans and Exercises Section

Professional experience:

NATO HQ, Brussels, Belgium:
o Officer, Operations Division / Crisis Response Systems, Plans and Exectise28&0
to date
o Officer, Operations Division / Planning Section 20070
o Officer, Defence Investment Division / Security Investment Directorate-2003
0 Consultant, Defence Investment Division / Armaments Directorate 2005
Aga Khan Development Nebrk ¢ Aga Khan Foundation, Washington, DC, USA:
o0 ConsultantMar-Aug 2003
Johns Hopkins University, Washington, DC, USA:
0 Research Analyst, Caucasus and Central Asia Institutgus2p03
Johns Hopkins University, Bologna, Italy:
0 Research Assistant Rrofessor John. Harper (American Foreign PoliSgp 200eMay
2001

12



- NATO HQ, Brussels, Belgium:
0 Assistant to the Desk Officer, ©peration and Regional Security Division /
Mediterranean Dialogue Coordination Activities Jan 1998e 1999
o Intern, Political Affairs Division / Partnership anddperation Section Sepec 1998
- Faculty of Political Science, The Catholic Univer§itiye Sacred HearMilan, Italy
0 Researcher to the Associate Professor of History of International Relatiorg2008
- Review of International Affairs "RELAZIONI INTERNAZIONALI", Milan, Italy
o External Contributor, 1998999
- Kibbutz Horshim, Emek Hayarden, Israel
0 Voluntary work1991-:1992

Education:

Harvard University, J.F. Kennedy School of Government, Boston
0 MA Exeative Education, September 2013
- John Hopkins University, Paul Nitze School of Advanced International Studies Washington, DC,
USA and Bologna, Italy
0 MA International Economics &trategicStudiesMay 2002
- Institute for Studies in International PolicitsjI# Italy(in cooperation with the Italian Ministry
of Foreign Affairs)
0 Master'sDegree in International Affairsjay 1996
- The Catholic University of the Sacred HeRagulty of Political Sciengddilan, Italy
o Degree in Politicebciences, October 1995
- The Italian Society for the International Organization, Milan, Italy
0 Postgraduate Course in International Careers and Careers in European Institidiayns,
1993

Various:

NATO Defence Collegrome, Italy:
0 Modular Short Course on Internatiomatganizations, Mar 2013
- NATO School, Oberammergau, Germany:
0 NATO Crisis Response Course for Experts, Nov 2012
- Centre International de Formation Europeenne:
o0 Invited attendee to the Summer Session Course on Diplomacy organized by the
Diplomatic Academy of thCzech Republic, Czech Ministry of Foreign Affziegjue,
Czech Republic, Aug 2001
- AmericanEuropean Summer Academy (In cooperation with the Free University of Berlin &
Universite de Nice):
0 Invited attendee to the 1999 Seminars on the "Evolution ofBi@omatic Relations
between Europe and North Americé&¢chloss Hofen, Austria, July 1999
- The Hebrew University of Jerusalem, Rothberg School for overseas students, Jerissatdm,

13



o Courses at the Dept. of International Affairs: History and Realitidodern Middle
East, History of Diplomatic Relations between Israel and the United States, Pipelines and
Politics in the Middle Easluly 1991

Hermother tongueis Italian She is fluent ifenglishFrenchand German has ntermediate low
knowledge (writen and spoken) dflodern Hebrewand is aéeginner inArabic.
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Mr. LANNANCIvil Emergency Planning within NATO

Five main roles of Civil Emergency Planning in NATO:

- Support to NATO Military Authorities in Alliance military operations under Artjcle 5

- Support to NATO Military Authorities in ndrticle 5 crisis response operatigns

- Support to national authorities to deal with the consequences of natural and technological
disasters

- Support to national authorities to deal with the consequences of CB&dkents/attacks

- Cooperation with partners

Emergency Management Phases:

Prevention/mitigation

o0 Attempts to prevent hazards from developing into disasters altogether or reduce the
effects of disasters.
o Focuses on lonterm measures.

Preparedness

o Develpment of plans of action for when a disaster / incident strikes

Response

o Provision of necessary assistance of emergency services in the disaster / incident area

Recovery
o0 Restoration of the services, after the initial needs have been met
Preparedness:

- Tools, methods and guidelines
CEP is developing tools and methods which could enable nations, NMAs, other NATO Bodies,
international organisations etc, to enhance their preparedness status:
o Pool of 380 civil experts through reach back
0 Teams (AST and RRT)
o DS@PSt2LIYSyld 2F da3ISYSNARO¢ aSOU02NIf 3IdzARSE A\
emergency management
Exchange of best practices
Training and exercises
EurcAtlantic Disaster Response Coordination Centre (EADRCC)
Specific cooperation on CBRN Defeand Critical Infrastructure Protection
Supporting specific projects in partner countries (e.g. Mauritania)

O O O O O
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- Teams
Advisory Support Team

o Civil Experts to support nations in assessing and developing national preparedness,
response and recovery capabilities

A CBRN risks and recovery
A Training and exercise activities
A High visibility events

- Training and Exercises
o Crisis Management Exercise (CMX)

EurcAtlantic Disaster Response Coordination Centre (EADRCC) annual exercise

Annual training session for new expef(Brussels)

CivitMilitary Planning and Support Course (Oberammergau)

Annual or biennial training seminars under the auspices of each Planning Grou

Military training events

International CBRN Training Curriculgoarpose: to support training of first regpders

to get a common knowledge base and a minimum level of preparedness when

responding to CBRN incidepts

0 Guidelines for first response to a CBRN incidgnirpose: to establish procedural
guidelines for midlevel strategic/tactical planners responsiiole CBRN preparedness
and responsg

0 CBRN CiMil train the Trainers coursefiwice a year in one of the six dedicated
Regional Training Centres (Finland, Bulgaria, Germany, Lithuania, Kazakhstan and the
Joint CBRN Defence Centre ofdlienice in the CzedRepublic)

0 Training of CBRN Teams in the EADRCC exggiszs 2009 CPG is providing a two
days training to CBRN Teams patrticipating in the EADRCC eXercises

O O O O O O

Response:

- Teams
Rapid Reaction Team
Fast deployment of Civil Experts to:
- Stricken nations
- Theatres of operation
- Military HQ
- Other International Organizations
- EADRCC
EurcAtlantic Disaster Response Coordination Centre (EADRCC)

16



0 Created 1998¢ more than 60 operations sincéarthquakes, Floods, Forest fires,
Mudslides, Storms, Extreme weather, Hamics, Tsunamis, Technological disasters,
Humanitarian emergencies, assistance to Greece in Olympic Games, Hurricane Katrina,
Pakistan monsoon floodls
Located at NATO HQ, Brussels
Partnership instrument (open to sixtyine countries)
Liaison arrangemenf@N-OCHA; EU; NMAs)
Role:
AJ22NRAYIGAZ2Y 2F FTEEfEASR YR LI NIYSNI yIGA
natural or technological disaster.
A Coordination not command and control
0 Since 2001 act as a clearinghouse for assistance after CBRN incident
o0 AnnualConsequence Management Field Exercise

O O O O

CBRN Inventory
The Inventory Comprises

- LYF2NXIGAZ2Y 2y YIGA2YyaQ LISNIAYSYy(d OFLIoO6ATfAGAS:
on a voluntary basis to protect the population and to reduce its vulnerability.

- Thekey types of capabilities which would be required for immediate response needs in case of
CBRN attack against civilian populations.

bhe¢oyv ¢CKS LYy@SyiGu2NE G/l GFf23dz2S¢ Aa GNBFGSR F+a O
information with any otler parties.

Mr. Timothy LANNAN

NATO HQ

Operations DivisiohCivil Military Planning and Support Section
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Timothy (Tim) Lannan joined the International Staff at NATO Headquarters in Brussels, Belgium in 2007
where he is a Strategic CiMilitary Planning Officer in the Operations Division. In addition to being the

bl ¢h v OAGATALY fAFIA&A2Y 2FFAOSNI (G2 GKS 1ftAlyOSQ
NEFTAYSYSyid 2F GKS 1 fftAFyOSQa ONRaME &FdzhLIANSIY SgH b
O2yiNROGdziA2Yy (2 GKS LYGSNYyradAzylrt /2YYdzyAiideQa O2Y
the International Staff at NATO, Mr. Lannan served 23 years in the Canadian Military including 8 years
within the Counter Terrorism $pecial Operations community. In 262806, he was a Strategic Advisor

to the Government of the Islamic Republic of Afghanistan.

In addition to being a graduate of the Royal Military College of Canada, Mr. Lannan is a graduate of the
United States Navald3tgraduate School (NPS) in Monterey, California where he earned a Masters of
Science degree in Defense Analysis in the field of Special Operationdriteagity Conflict.

aNYy [Fyyly KIa Llzf AaKSRrateggTeJasks Alliyk@tvezR EanatianK A & § K
National Security Policgy R / I Y RALFYy {LISOALFf hLISNIiGA2Yy C2NDS&Q
Canadian Military Joyrl f = & L yCaoRliNatich Svighid 8the National Security Community:

Improving the Resp6ad S G2 ¢ S NNB dokuihyrbfihe ¢hgper iE&ce of Choice: Special
Operations for Canaddy 0 A 0 f SRY a¢ 26l NRa /Iyl RAFY 5200NARYSd¢
lies in interagency studies in order to enhance ciiossdictional operations using muldiiscplinary

means and interagency cooperation.
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LieutenantColonel PEDRO: European Union Military Staff

European Union Military Staff Providing Military Capabilities to the European Union

The European Union Military Staff (EUMS) is formally a Department of European External Action Service
(EEAS), working under the direction of the European Union Military Committee (EUMC) and under the
authority of the High Representative Federica Mogheranid is the source of collective (multi
disciplinary) military expertise within the EEAS.

As an integral component of the EEAS's Comprehensive Approach, the EUMS coordinates the military
instrument, with particular focus on operations/missions (both militand those requiring military
support) and the creation of military capability. Enabling activity in support of this output includes: early
warning (via the Single Intelligence Analysis CapaciBIAC), situational awareness assessments,
strategic planing, Communications and Information Systems, concept development, training and
education, and support of EU Strategic partnerships through militdliyary relationships.
Concurrently, the EUMS is charged with sustaining the EU OPSCEN and providirgg Stafcavhen
activated.

With approximately 190 people, under the command and direction of Lt General Wolfgang WOSOLSOBE
(AT), the EUMS are organized into five separate and distinct Directorates: Concepts and Capabilities;
Intelligence; Operations; Logiss; and Communications and Information Systems. Each one headed by
one star General rotated through and provided by the Member States:

1 Concepts and Capabilities Directorate (CONCARM)his Directorate is responsible for EUMS
concepts, doctrine, force planning and capability development, including crisis management
exercises. It also retains responsibility for training, analysis and lessons learned, and are the
primary point of contat directorate for EUMS cooperation with the European Defence Agency.
CONCAP output ensures coherency between EU military concepts and the EU crisis management
procedures.

1 Intelligence Directorateg This Directorate provides military intelligence adviged dnput for
early warning and situational awareness assessments. It contributes to the EUMS planning
process through the provision of intelligence and intelligence planning expertise, and provides
the intelligence input to crisis response planning angseasment for operations and exercises.

1 Operations Directorate¢ The Ops Directorate is primarily responsible for-l& military
planning for crisis management operations, including pashch strategic crisis response
planning. It also develops and pides strategic advice and crisis response planning inputs,
including early military assessment and planning in support of informed decision making. Ops
monitor all Common Security and Defense Policy (CSDP) operations and can generate the
capacity to plarand run autonomous operations.
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9 Logistics Directoratec The Logs Directorate serves as a focal point for all matters in the
functional areas of logistics. It contributes to EUMS planning process and concept development
through the provision of logistics guining expertise. The Logs Directorate is responsible for
logistic concepts and doctrine providing the logistics element of crisis response planning and
assessments for operations and exercises. The Directorate also provides the administrative
support sevices required for the EUMS.

1 Communications and Information System{€IS)} The CIS Directorate develops EUMS policies
and guidance for CIS implementation and policy. It is responsible for the operation and
maintenance of CIS, in support of CSDP aetivitiThe Directorate also contributes to EUMS
planning through the provision of CIS planning expertise at both the strategic and operational
level, and provides the CIS expertise for crisis response planning and assessment of ongoing
operations and exercgs.

9 Each Directorate listed above has Branch specialty areas of expertise commanded by an officer
of Colonel Rank.
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To coordinate the internal and external relations / outputs of EUMS, the Director General (DG) staff
includes the following three functional areas:

1 ACOS Synchronizatiomssists the EUMS Chief of Staff in the coordination and synchronization
of the EUMS internal processes and Information flows; facilitates and canalizes the support
given by EUMS to the Chairmaf the EU Military Committee (EUMC); and supports the
Chairman in the preparation and management of EUMC meetings.

1 ACOS External RelationsDevelops policy for, and maintains the military dimension of all
EUMS' external relations in close cooperationthwEEAS Management Directorates and
particularly with the Crisis Management Planning Department (CMPD). This involves
coordinating militaryto-military cooperation with international Organizations, Strategic
Partners and Third States. Finally, the officalso responsible for all Public Relations and Public
Information issues in close collaboration with the EEAS Strategic Communications Division.

1 Two EUMSiaison Teamare permanently cdocated with EUMS strategic partnemsne with
United Nations (Newrork) and other with NATO SHAPE HQ. NATO also have a liaison team
deployed with the EUMS.

In conclusion, the EUMS modus operandi is necessarily complex, sometimes convoluted, and always
multipolar, requiring deployed staffs to be muttisciplinary by istinct and by expertise. Its role has
some unique characteristics: on one hand, the EUMS is an integral part of the EEAS and reports directly
to the High Representative providing-iouse military expertise; and on the other hand, the EUMS
operates under ie military command and direction of the EUMC, to which it assists and reports. While
this arrangement could be viewed as complex, it does provide a critical link between the Armed Forces
of the Member States and the European Council in order to satiségific Common Security and
Defense Policy (CSDP) requirements.

LieutenantColonel (Of) Jorge MANUEL GUERREIRO GONCALVES PEDRO
PortugueseArmy

European Union Military Staff
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LieutenantColonelJorge Manuel Guerreiro Gongalves Pedsocurrentlydeployed with the European
Union Military Staff (EUMS) as an Action Officer employed in the Concepts Branch/Concepts and
Capabilities Directorate (CONCAP).

Born in 1966 (Luandg Angola) LtCol Pedro commenced his military career in 1985 at the Military
Academy in Lisbon, and was commissioned as a Cavalry officer in 1990.

His principal military assignments included the following:

- Cavalry School from DEC 90 to JUL 95: Communications platoon Commander, Horse platoon
Commander, Deputy Company Commander, Comm@athpany Commander and Tactical
and Communications instructor;

- Cavalry Regiment from AUG 95 to MAR 00: Tank Company Commander, Cavalry Troop
Commandeand Tank Battalion Deputyommander

- Mechanized Brigade from APR 00 to OCT 10: Tank Battalion Deputya@der, EUFOR
(BosniaHerzegovina) Battalion Deputy Commander, Brigade Operations Chief (G3) and Tank
Battalion Commander

- Portuguese Army Staff from NOV 10 to JUL 14: J3 Branch Action Officer, Public Affairs
Department Chief and Portuguese Army Spokespers

Lt Col Pedro has successfully attained many technical qualifications including, amongst others:
Unconventional Warfare Course, Airborne Course, Army Police Instructor Course, Communications
Course, Instructor TOW missile Course, Instructor M60A3TTX Thaurse, UN Military observer
Course, NATO Public Affairs Policy Indoctrination and NATO Public Affairs in Operations Course, Media
Indoctrination Course and General Staff College Course

He was promoted to his current rank in AUG 06. Lt Col Pedro igetharrd has one daughter.
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Mr. LEE: The Defense Threat Reduction Agency and its Role in Foreign
Consequence Management

Defense Threat Reduction Agency (DTRA)

DEw! A& GKS !'d{d 5SLINIYSYyld 2F 5SFSyasSQa soFFAOAL §
mass destructionTheir people are Subject Matter Experts on WMD, db@iRAaddress the entire

spectrum of chemical, biological, radiological, nuclear and high yield explosive thégatsw! Qa
programs include basic science research and developmertatipnal support to U.S. warfighters on

the front line, and an ifhouse WMD think tank that aims to anticipate and mitigate future threats long

before they have a chance to harm the United States and our al&S8VMD, the U.S. Strategic
Command Centefor Combating Weapons of Mass Destruction, synchronizes Combating Weapons of
Mass Destruction efforts acro&$SY A f AGF NE Q& 3IS23INI LKAO O2YYlFIyRa | YR
and interagency relationships of DTRA at a strategic I&#RAwvorks with the military services, other

elements of the US government, and countries across the planet @ounter proliferation
nonproliferation and WMD reduction issues with one goal in mind: Making the World Safer.

Foreign Consequence Management

Two definitionswere provided, the first from th€hairman of the Joint Chiefs of Staff Instruction (CJCSI)
oHmn®nm5 SyiAdt SR a5SFSyasS {dzLJLl2NI F2NJ / KSYAOI t X
C2NBAIY ¢SNNARG2NEB¢ RSTAYSaA i@y that assists frignbisiaBRalligs ink 0 S &
responding to the effects from an intentional or accidental chemical, biological, radiological, or nuclear
incident on foreign territory to maximize preservation of life. The second from joint publication JP 3
41CHBRN Consequence Management, published 21 June 2012, further defines FCM as assistance
provided by the U.S. Government to an impacted nation to mitigate the effects of a deliberate or
inadvertent CBRN incident.

What are the things that kb definitions havein common?FCM is in essence the US Government
reacting to a CBRN incident (intentional or accidental) in a foreign nation to help friends and allies by
providingtimely assistance to itigate the CBRN effects in order to save lives

What FCM is

- Assistace to a foreign government in the event of a ChemiialogicalRadiologicaNuclear
(CBRN) accident or incident
o0 Immediate or upon request
- Peacetime CBRN accident/incident involving US Forces abroad
o Includes Ofbase assistance to local population

What FCM is not:

- Acts of nature or acts of man that do not involve CBRN materials
- CBRN incidents in the United Statesmestic CBRN CM
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- Department of Defense (DOIBd CBRN Consequence Management (CM) Assistance Operations
o CBRN incidents that are the et result of U.S. military operations in a foreign country
where Department of State (DOS) does not have an established presence
- DOD CBRN CM operations concurrent with military operations

The US FCM Response Process
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